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ABSTRACT ISP1
Many distributed services would bene t from control over $$$ . /

the ow of traf ¢ to and from their users, to offer better :
performance and higher reliability at a reasonable cost. N .
Unfortunately, although today's cloud-computing plat- ransit Portal "
forms offer elastic computing and bandwidth resources, @Zﬂr
they do not give services control over wide-area routing.
We propose replacing the data center's border router with
a Transit Portal (TP) that gives each service the illusion
. L . . Low-delay Low-cost

of direct connectivity to upstream ISPs, without requir- Service Service
ing each service to deploy hardware, acquire IP address Data center
space, or negotiate contracts with ISPs. Our TP proto-
type supports many layer-two connectivity mechanisms,
amortizes memory and message overhead over multiple
services, and protects the rest of the Internet from mis-
con gured and malicious applications. Our implementaprint, including acquiring address space, negotiating con
tion extends and synthesizes open-source software cotracts with ISPs, and installing and con guring routers.
ponents such as the Linux kernel and the Quagga routifidhat is, they could essentially become network operators,
daemon. We also implement a management plane basaidyreat expense and with little ability to expand their foot
on the GENI control framework and couple this with ourprint on demand. On the other hand, they could contract
four-site TP deployment and Amazon EC2 facilities. Exwith a hosting company and settle for whatever “one size
periments with an anycast DNS application demonstratés all” routing decisions this company's routers make.
the bene ts the TP offers to distributed services. This missed opportunity is not for a lack of routing
diversity at the data centers: for example, RouteViews
. shows that Amazon's Elastic Cloud Computing (EC2) has
1. Introduction at leas8 upstream BGP peers for its Virginia data center

Cloud-based hosting platforms make computational rexnd at leasl7 peers at its Seattle data center [20]. Rather,
sources a basic utility that can be expanded and conloud services are stuck with a “one size ts all” model
tracted as needed [10, 26]. However, some distributdaecause cloud providers select a single best route for all
services need more than just computing and bandwidtervices, preventing cloud-based applications from lavin
resources—they need control over thetwork and par- any control over wide-area routing.
ticularly over the wide-area routes to and from their To give hosted services control over wide-area rout-
users. More exible route control helps improve perfor-ing, we propose th&ransit Portal (TP) as shown in Fig-
mance [7,8,12] and reduce operating costs [17]. For exarare 1. Each data center has a TP that gives each service
ple, interactive applications like online gaming want te sethe appearance of direct connectivity to the ISPs of its
lect low-latency paths to users, even if cheaper or highechoice. Each service has a dedicatétual router that
bandwidth paths are available. As another example, a setets as a gateway for the traf c owing to and from its
vice replicated in multiple locations may want to use IPservers. The service con gures its virtual router with its
anycast to receive traf ¢ from clients and adjust where thewn policies forselecting pathto its clients an@nnounc-
address block is announced in response to server failureg routesthat in uence inbound traf ¢ from its clients.
or shifts in load. By offering the abstraction of BGP sessions with each up-

While exible route control is commonplace for both stream ISP, the TP allows each service to capitalize on
content providers and transit networks, today's cloudexisting open-source software routers (including simple
based services do not enjoy the same level of control oviightweight BGP daemons) without modifying its appli-
routing. Today, the people offering these kinds of diseation software. That said, we believe extending TP to
tributed services have two equally unappealing optioneffer new, programmatic interfaces to distributed service
On the one hand, they could build their own network footis a promising avenue for future work.

Figure 1: Connecting services though the Transit Portal.
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Using the TP to control routing provides a hosted ser-

. . . . anycast
vice signi cantly more control over the ow of its traf- updates
¢ than in today's data centers. In addition, the services 7

enjoy these bene ts without building their own network X f \
footprint, acquiring address space and AS numbers, an

negotiating with ISPs. These are hurdles thaburselves

faced in deploying TPs at four locations, obviating the

need for the services we host to do so. In addition, the TP _ o _ _

simpli es operations for the ISPS by of oading the sep-FiOve, % Relabe, lowlateney isdbued seqicess senve

arate connections and relationships with each applicati@§provision both hosting and anycast connectivity in locabns that

and by applying packet and route Iters to protect thengre close to the clients for that domain.

(and the rest of the Internet) from miscon gured or mali-

cious services. TP. Section 8 compares TP to related work, and the paper
The design and implementation of the TP introducesoncludes in Section 9.

several dif cult systems challenges. In the control plane,

the TP must provide each virtual router the illusion of di-2_ A Case for Wide-Area Route Control

rect BGP sessions to the upstream ISPs. In the data plane, ) ) ]

the TP must direct outgoing packets to the right ISP and VW& @m to give each hosted service the same level of

demultiplex incoming packets to the right virtual router/0Uting control that existing networks have today. Each

Our solutions to these problems must scale with the nunf€rvice has its own virtual router that connects to the In-

ber of services. To solve these problems, we introduce!§Met through thdransit Portal as shown in Figure 1.
variety of techniques for providing layer-two connectiv-The Transit Portal allows each service to make a differ-

ity, amortizing memory and message overhead, and |ent decision about the best way to exchange traf ¢ with its

tering packets and routes. Our prototype implementatidfSers- The Transit Po_rtal also gllows each service to an-

composes and extends open-source routing software— tA8UNCe pre xes selectively to different ISPs, or send dif-

Quagga software router for the control plane and the Linuf€rént announcements for the same pre x to control the

kernel for the data plane—resulting in a system that is easg® Of inbound traf ¢ from its users.

to deploy, maintain, and evolve. We also built a manages ..

ment system, based on the GENI control framework [16?'1 How Route Control Helps Applications

that automates the provisioning of new customers. Our TP This section describes three services that can bene t

system is deployed and operational at several locations.from gaining more control over wide-area routing and
This paper makes the following contributions: rapid connectivity provisioning. Section 4 evaluates the

We explain how exible wide-area route control can rst service we discuss—improving the reliability, latgnc

extend the capabilities of existing hosting platformsfar_‘d load balacing traf c for distributed services—in de-
. . . tail, through a real deployment on Amazon's EC2. We
We present the design and implementation of Trans 2 L .
0 not evaluate the remaining applications with a deploy-

sit Portal, and demonstrate that the system scales {0 . : :
: ment, but we explain how they might be deployed in prac-
many ISPs and clients.

. . tice.
We quannfy the bene ts of TP by_evaluatlng a DNSReliable, low-latency distributed services.The Domain
service that uses IP anycast and inbound traf ¢ engi-

neering on our existing three-site TP deployment. Name System (DNS) directs users to wide-area services

. : _ by mapping a domain name to the appropriate IP address
We present the design and implementation of & ma or that service. Service providers often use DNS for

ageme_nt framewo_rk tha_\t allows hosted Services Bisks like load balancing. Previous studies have shown

dynamlca.IIy establish wide-area connect|V|.ty. that DNS lookup latency is a signi cant contributor to the

We describe how to extend the TP to provide bettesyeral| latency for short sessions.g, short HTTP re-

forwarding performance and support a wider varietyy ests). Thus, achieving reliability and low latency for

of applications .9, virtual machine migration).  pNS lookups is important. One approach to reducing

The remainder of the paper is organized as follows. Se&NS lookup latency is to move the authoritative DNS

tion 2 explains how distributed services can make use akrvers for a domain closer to clients using anycast. Any-
wide-area route control. Section 3 presents the design andst is a method where multiple distinct networks adver-
implementation of the Transit Portal. Section 4 evaluateise the same IP pre x; client traf ¢ then goes to one of
our three-site deployment supporting an example servichiese networks. Hosting authoritative name servers on
and Section 5 evaluates the scalability and performance afi anycasted IP pre x can reduce the round-trip time to
our prototype. Section 6 presents our management framana authoritative name server for a domain, thus reducing
work, and Section 7 describes possible extensions to tleerall name lookup time.
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Figure 3: Using routing to migrate servicesA service provider mi-
grates a service from a data center in North America to one in Aia,
to cope with uctuations in demand. Today, service provides must
use DNS for such migration, which can hurt user performance ad
does not permit the migration of a running service. A provide can
use route control to migrate a service and re-route traf c onthe vy,

taking DNS out of the loop and enable migration of running sevices.

Figure 4: Flexible peering and hosting for interactive applications
Direct control over routing allows services to expand hostig and up-
stream connectivityin response to changing demands. In this exam-
ple, a service experiences an increase in users in a singleogeaphic
area. In response, it adds hosting and peering at that locain to
allow customers at that location to easily reach the service

i i mance by allowing the use of larger DNS TTL values and
Although anycast is a common practice for DNS rooknnqrting live migration of long-lived connections.

servers, setting up anycast is a tall order for an Ir]dl\”dl_‘—_lexible peering & hosting for interactive applications.

ual domain: each domain that wants to host its own a L oL . X .
o - . minimize round-trip times, providers of interactive ap-
thoritative servers would need to establish colocation and. .. . . . .
ications like gaming [2] and video conferencing [3, 4]

BGP peering at multiple sites and make arrangements. AEfim to place servers close to their customers to users and
though a DNS hosting providee(g, GoDaddy) could b '

host the authoritative DNS for many domains and anyWhen possible, selecting the route corresponding to the

cast pre xes for those servers, the domains would still noli)west-latency path. When traf ¢ patterns change, due to

be able to have direct control over their own DNS Ioad-ash'(.:rOWdS’ Q|urnal uctuations, or pther effecis: the-ap
) L : lication provider may need to rapidly reprovision both
balancing and replication. Wide-area route control allow

: ; ; . e locations of serveendthe connectivity between those

a domain to establish DNS-server replicas and peering In L : .
) i : servers and its clients. Figure 4 shows an example of an in-
multiple locations, and to change those locations and peer,

: ; ractive service that suddenly experiences a surge is user
ing arrangements when load changes. Figure 2 shows sueh Y exp 9

a deployment. We have deployed this service [24] and will' 2 particular reglon._lr_w this case, the hosting fac'“t*l Wi
- . not only need to provision additional servers for the inter-
evaluate it in Section 4.

active service provider, but it will also need to provision

Using routing to migrate services. Service providers, ,qgitional connectivity at that location, to ensure thaf-tr
such as Google, commonly balance client requests acrogs, |ocal clients enter and leave at that facility.

multiple locations and data centers to keep the latency for

their services as low as possible_. To do so, they commongy o Deployment Scenarios

use the DNS to re-map a service hame to a new IP ad-

dress. Unfortunately, relying on DNS to migrate client reCloud providers can provide direct control over rout-
quests requires the service provider to set low time-te-living and traf ¢ to hosted applications. A cloud service
(TTL) values on DNS replies. These low TTL values helguch as Amazon's EC2 can use direct wide-area route con-
a service provider qu|ck|y re-map a DNS name to a ne\”’Ol to allow each application prOVider to control inbound
IP address, but they also prevent the client from cachingd outbound traf c according to its speci ¢ requirements.
these records and can introduce signi cant additional laSuppose that two applications are hosted in the same data
tency; this latency is especially troublesome for shortcenter. One application may be focused on maintaining
lived sessions like Web search, where the DNS lookul§W-cost connectivity, while the other may want to achieve
comprises a large fraction of overall response time. Setow latency and good performance at any cost. Today's
ond’ DNS-bhased re-mapping cannot migrate Ongoing Coﬁl.OUd services offer Only “one size ts all” transit and do
nections, which is important for certain services that mainnot provide routing control to each hosted service or appli-
tain long-lived connections with clients.g, VPN-based cation; the Transit Portal provides this additional cohtro
services). Direct wide-area route control allows the apAn enterprise can re-provision resources and peer-
plication provider to instead migrate services using routng as demands change.Web service providers such
ing: providers can migrate their services without changas Google and Microsoft share a common infrastructure
ing server IP addresses by dynamically acquiring wideacross multiple applicationg.g, search, calendar, mail,
area connections and announcing the associated IP prevideo) and continually re-provision these resources as
at the new data center while withdrawing it at the old oneclient demand shifts. Today, making application-speci c
Figure 3 shows how this type of migration can be implerouting decisions in a data center (as shown in Figure 1) is
mented. This approach improves user-perceived perfarhallenging, and re-routing clients to services in différe



data centers when demands change is even more dif cult, 7/~ Transit Portal
The Transit Portal can provide each application in a dat@ c |
. . . . D-MA( aple
center control over routing and peering, allowing it to es- SHiAC } s }
tablish connectivity and select paths independently of the g ____
other properties. This function also makes service migr “““ Q Table AS2 /)=
tion easier, as we describe in further detail below. L. Frame . . 4. Forwarding over
) . . arrives over a 2. Policy routing 3. Destination  the appropriate
A researcher can perform experiments using wide- shared medium  on S-MAC IP lookup tunnel

area routing. Although existing testbeds [14] allow re-
searchers to operate their own wide-area networks, thé&igure 5: Forwarding incoming trafc: When a packet arrives at
generally do not offer_exible control over connecivty 2 T5S% Fors O b, e 17 s e souce HAC s
to the rest of the Internet. Different experiments will, ofiable (Step 2). The lookup in that table (Step 3) determineshie ap-
course, have different requirements for the nature of theiropriate tunnel to the client network (Step 4).
connectivity and routing, and researchers may even want

to experiment with the effects of different peering arrange ; [ 2 -

ments on experimental services. As part of the GENI2 | routerl.isp.com (1.1.1.1) at 0:0:0:0:0:11 on

project, we are building facilities for this level of route ; |, iptaﬁézo_A PREROUTING -t mangle i ethd -m
control, by connecting Transit Portal to downstream vir- mac ~mac-Source 0:0:0:0:0:11 -j MARK
--set-marl

tual networks to allow researchers to design and evaluatg | 4 iy rue add fwmark 1 table 1
networked services that require greater control over wide-
area routing. Figure 6: Linux policy routing de-multiplexes traf ¢ into t he appro-

priate forwarding table based on the packet's source MAC addess.
In this example, source addres9:0:0:0:0:11 de-multiplexes the

3. DeSign and Implementation packet into forwarding table 1.

This section describes the design and implementation
of a Transit Portal (TP); Section 6 completes the picturgying both BGP messages and data traf ¢. To support this
by describing the management framework for a networkbstraction, the TP forms a separate layer-two connection
of TPs. The TP extends and synthesizes existing soffo the client for each upstream ISP. Our implementation
ware systems—speci cally, theinux kernel for the data uses the Linux 2.6 kernel support for IP-IP tunnels, GRE
plane and th@Quaggarouting protocol suite for the control tunnels, EGRE tunnels, and VLANSs, as well as UDP tun-
plane. The rest of this section describes how our desigiels through a user-space OpenVPN daemon.
helps the TP achieve three goals: {Bnsparent connec- yansparent forwarding between clients and ISPsThe
tivity between hosted services and upstream ISPSE&)  1p can use simple policy routing to direct traf ¢ from each
ability to many hosted services and upstream ISPs; anglent tunnel to the corresponding ISP. Forwarding traf ¢
(3) the ability toprotectthe rest of the Internet from acci- o |Sps to clients, however, is more challenging. A con-
dental or malicious disruptions. Table 1 summarizes OYfgntional router with a single forwarding table would di-
design and implementation decisions and how they alloys the traf ¢ to the client pre x over a single link (or use
us to achieve the goals of transparent connectivity, scalgayera| links in a round robin fashion if multipath routing
bility, and protection. is enabled.) The TP, though, as shown in Figure 5 must en-

o sure the packets are directed to the appropriate layer-two

3.1 Transparent Connectivity link—the one the client's virtual router associates with th

The TP gives client networks the appearance of direglpstream ISP. To allow this, the TP maintainaréual for-
data- and control-plane connectivity to one or more Upwarding tablefor each upstream ISP. Our implementation
stream ISPs. This transparency requires each client ngjses the Linux 2.6 kernel's support for up to 252 such ta-
work to have a layer-two link and a BGP session for eacfjes, allowing the TP to support up to 252 upstream ISPs.
UpStream ISP that it connects to, even thOUgh the link andThe TP can connect to an upstream ISP over a point-
session for that client network actually terminate at they-point link using a variety of physical media or tun-
TP. The client's virtual routers are con gured exaCtIy aSne"ng techno|ogies_ We also want to support dep]oy_
they would be if they connected directly to the upstrearfent of Transit Portals at exchange points, where the TP
ISPs without traversing the Transit Portal. The TP has Or}ﬂay connect with mu|tip|e ISPs over a local area net-
layer-two connection and BGP session to each upstreaibrk via a single interface. Each ISP in such shared me-
ISP, which multiplexes both data packets and BGP megia setup sends layer-two frames using a distinct source
sages on behalf of the client networks. MAC address; the TP can use this address to correctly
Different layer-two connections for different clients. identify the sending ISP. Figure 6 shows how such traf ¢
Connecting to an upstream ISP normally requires thée-multiplexing is con gured using policy routing rules.
client to have a direct layer-two link to the ISP for car-The ISP router has an IP addrds&.1.1  with a MAC




Requirement | Decision | Implementation
Transparent Connectivity (Section 3.1)

Different Tayer-two connections Tunnels between TP and virtual router Tunneling technologies supported by the Linux kernel
Transparent traf ¢ forwarding Isolated forwarding tables for ISPs Virtual forwarding tables and policy routing in Linux
Scalability (Section 3.2)

Scalable routing with the # of ISPs [solated routing tables for ISPs BGP views feature in Quagdaypd daemon

Scalable updates with # of clients Shared route update computation Peer-group feature in Quagbgpd daemon

Scalable forwarding with # of ISPs Policy/default routing Modi cations to the Quagghdgpd daemon
Protection (Section 3.3)

Preventing TP address spoo ng Packet Ttering on source TP address Linux iptables

Preventing pre x hijacking Route lItering on IP pre x Quagga pre x lters

Limiting routing instability Rate-limiting of BGP update messages Route- ap damping in Quaggagpd daemon

Controlling bandwidth usage Traf c shaping on virtual interfaces Linux tc

Table 1: Design and implementation decisions.

addres9:0:0:0:0:11 and a dedicated forwarding ta- clients, rather than selecting a single best route. Thikicou
ble,1. Line 1 shows the TP learning the MAC address obe achieved by having the TP run a separate instance of
an upstream ISP when a new session is established. ThBGP for each upstream ISP, with BGP sessions with the
lines 34 establish a policy-routing rule that redirects alllSP and each of the clients. However, running multiple in-
the packets with this MAC address to a virtual forwardingstances of BGP—each with its own process and associated
table serving a new upstream ISP. state—would be expensive. Instead, the TP runs a single

Transparencyis another important goal for connec-BGP instance with a multiple “BGP views"—each with
tivity between client networks and the Transit Portalits own routing table and decision process—for each up-
In other words, a client network's connection to thestream ISP. Using BGP views prevents the TP from com-
TP should appear as though it were directly connectguhring routes learned from different ISPs, while still capi
to the respective upstream networks. In the contrdhlizing on opportunities to store redundant route informa
plane, achieving this goal involves (1) removing the aption ef ciently. Any downstream client that wants to re-
pearance of an extra AS hop along the AS path; anckive routing messages from a speci ¢ upstream ISP need
(2) passing BGP updates between client networks and upnly establish a BGP session to the associated view. In
streams as quickly as possible. The rst task is achieveour implementation, we leverage the BGRw feature
with the remove-private-as rewrite congura- in Quagga,; in particular, Figure 7(a) shows the con gu-
tion (line 10 in Figure 7(a)), and the second task isation of a single “view” (starting in line 3) for upstream
achieved by setting the advertisement interval to a IowSP 1. Section 5.2 shows that using BGP views in Quagga
value (line 18 in Figure 7(a)). allows us to support approximately 30% more upstream

The Transit Portal supports two types of clients basetEPs with the same memory resources compared to the
on their AS number: 1) clients who own a public AS num-number of supported ISPs using plain BGP processes.

ber, and 2) clients who use a private AS number. To erscalable updates to clients with BGP peer groups.
sure transparency for the clients with a pUb'IC AS numbEUpon receiving a BGP update message from an upstream
the TP forwards the Updates from such clients UandiSP, the TP must send an update message to each client
ed. Updates from clients with private AS numbers re-that “connects” to that ISP. Rather than creating, storing,
quire rewriting. and sending that message separately for each client, the
3.2 Scalability TP maintains a single BGP taple and copstructs a com-
mon message to send to all clients. Our implementation

The TP maintains many BGP sessions, stores and digchieves this goal by using tipeer-group  feature in
seminates many BGP routes, and forwards packets b@uagga, as shown in Figure 7(a); in particular, lideas-
tween many pairs of clients and ISPs. Scaling to a largsociateClient A (CA) with thepeer-group  Viewl
number of ISPs and clients is challenging because eaghy upstream ISP 1, as de ned in liné—20. Note that al-
upstream ISP announces routes for many pre xes, ( though this example shows only one peer-group member,
300,000 routes); each client may receive routes from manje real bene t of peer groups is achieved when multiple
(and possibly all) of these ISPs; and each client selects agents belong to the same group. Section 5.3 shows that
uses routes independently. We describe three design deséer-groups reduce CPU consumption threefold.

sions that we used to scale routing and forwarding at thgmg|ier forwarding tables with default routes and pol-
TP: BGP views, peer groups, and default routing. icy routing. Despite storing and exchanging many BGP
Scalable routing tables using BGP viewsRather than routes in the control plane, the Transit Portal should try
selecting a single best route for each destination pre &, thto limit the amount of data-plane state for fast packet for-
TP allows each service to select among the routes learn@@rding. To minimize data-plane state, the TP duetsn-

from all the upstream ISPs. This requires the Transit Postall all of the BGP routes from each BGP view in the ker-
tal to disseminate routes from each ISP to the downstream



The TP performs ingress packet Itering on the source

1|b Itiple inst .

5 | 0P muitiple instance IP address and route Itering on the IP pre x, based on
3 | router bgp 47065view Upstreaml the client's address block(s). Our implementation lters
4 bgp router id 47.0.0.65 ki . h tandai bl tool in Li d

5 bgp forwarding tabie 1 packets using the stan a_pia_l es ool in Linux an

g bgp dampening Iters routes using therefix-list feature, as shown

8 | Connection to Upstream ISP in !ines 16 and 22—2§ of Figure 7(a). In addition to |-

9 neighbor 1.1.1.1remote as 1 _ tering pre xes the clients do not own, the TP also pre-
10 neighbor 1.1.1.1remove private AS rewrite l f . Il b bel
1 neighbor 1.1.1.1attribute unchanged as path vents clients from announcing smaller subnets (e.g., below
. med a /24) of their address blocks. Smaller subnets are also |-
13 | Connection to Downstream Client tered by default by most of the Inter_ne_t cgrri_ers. Section 7
14 neighbor 2.2.2.2peer group Viewl describes how TP can overcome this limitation.

15 neighbor 2.2.2.2remote as 2 L. . . . . .

16 neighbor 2.2.2.2route map CA IN in Limiting routing instability with route- ap damping.

u neighbor Viewl peer group The TP should also protect the upstream ISPs and the In-

neighbor Viewl advertisement interval 2 X

19 neighbor Viewl attribute unchanged as path med ternet as a whole from unstable or poorly managed clients.

29 |, neighborViewl focal as 1 no prepend These clients may frequently reset their BGP sessions

22 | ip prefix list CA seq 5 permit 2.2.2.0/24 with the TP, or repeatedly announce and withdraw their

23 | ! . ;

54 | route map CA IN permit 10 IP pre xes._The TP uses route- ap damping to prevent

25 match ip addressprefix list CA such instability from affecting other networks. Our imple-

% | mentation enables route- ap damping (as shown in line
(a) Quagga con guration. 6 of Figure_ 7(a)) with the f(_)llowing parameters: a half-

life of 15 minutes, a 500-point penalty, a 750-point reuse
Peer group for Transit Portal threshold, .and a maximum damping tim_e.of 60 minutes.
AS1 clients e A T These settings allow client to send the original update, fol
2222 X BGP View 1111 lowed by an extra withdrawal and an update, which will
Client I for AS1 Upstream incur penalty of 500 points. Additional withdrawals or
NAH%ZK  — AS1 updates in short time-frame will increase penalty above
etworl 1 . .
B pupagirns) &routes reuse threshold and the route will be suppressed until the
(_ Forwarding Table 1 ) penalty shrinks to 750 points (the penalty halves every 15

minutes). There is no danger that one client's apping will
affect other clients, as route damping on the Internet works

) ] separately for each announced route.
Figure 7: Example control-plane con guration and setup:The TP i . i .
is a hacked version of Quagga that installs non-default rows into ~ Controlling bandwidth usage with rate-limiting. The

Forwarding Table 1. TP should prevent clients from consuming excessive band-
width, to ensure that all clients have suf cient resourees t

nel forwarding tables. Instead, the TP installs the smialle§Xchange traf ¢ with each upstream ISP. The TP prevents

amount of state necessary for customized packet forwarfandwidth hoarding by imposing rate limits on the traf-

ing to and from each client. On each virtual forwardingC on each client connection. In our implementation, we

table the TP stores only a default route to an upstream I3f3€ the standartt (traf ¢ control) features in Linux to

associated with that table (to direct clients’ outbountttra impose a maximum bit rate on each client link.

c through the ISP) and the BGP routes announced by the

clients themselves (to direct inbound traf ¢ from the ISP

to the appropriate client). As shown in Section 5.2, this}, Deployment

arrangement allows us to save about one gigabyte of mem-

: . We have deployed Transit Portals in four locations.
ory for every 20 upstream ISPs. To selectively install onlyl_hree TPs are denloved in the United States. in Atlanta
the routes learned from clients, rather than all routesén t ploy ' '

. R adison, and Seattle. We also have one Transit Portal
BGP view, we make modi cations to the Quagga. : ;
deployment in Tokyo, Japan. All Transit Portals are de-
. ployed in universities and research labs, whose networks
3.3 Protection act as a sole ISP in each location. Each ISP also provides
The TP must protect other networks on the Internet frorfy|| transit for our pre x and AS number. We are actively
misbehavior such as IP address spoo ng, route hijackingxpanding this deployment: We are engaging with oper-
or instability, or disproportionate bandwidth usage. ators at two European research institutions and with one
Preventing spoo ng and hijacking with Iters. The TP commercial operator in the U.S. to deploy more Transit
should prevent clients from sending IP packets or BGPortals, and we are planning to expand our Seattle instal-
route announcements for IP addresses they do not owation to connect to more ISPs.

(b) Control-plane setup.
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Figure 9: AS-level paths to an EC2 service sitting behind th@ransit
Figure 8: IP anycast experiment setup. Portal (AS 47065), as seen in RouteViews.

The TPs currently advertise BGP routes using origiscenario where the TP is collocated with a cloud comput-
AS 47065 and IP pre x 168.62.16.0/21. Clients currentlying facility, we adjust the measurements to discount the
use a private AS number, which the TP translates to theund-trip delay between the TP and the Amazon EC2
public AS number, 47065, before forwarding an updatedata centers.

Clients can also obtain their own AS number, in which The main provider of both upstreams is Cogent
case the TP re-advertises the updates without modi cdAS 174), which by default prefers a downstream link to
tion. AS 2381. Cogent publishes a set of rules that allows Co-

This section presents an operational deployment of gent's clientsé.g, AS 2381, AS 2637, and their respective
distributed, anycasted DNS service—as we described @lients) to affect Cogent's routing choices [13]. The DNS
Section 2—that uses the TP for traf ¢ control, similar toservice hosted on an Amazon host runs a virtual router
the service we described in Section 2 (Figure 2). In ouand thus can apply these rules and control how incoming
evaluation of this deployment, we demonstrate two dig+af c ultimately reaches the service.
tinct functions: (1) the ability to load balance inbound and Figure 9 shows a capture from the BGPlay tool [1],
outbound traf ¢ to and from the DNS service (includingwhich shows the initial routing state with the original BGP
the ability to control the number of clients that communi-con guration. Most of the Internet paths to AS 47065 tra-
cate with each replica); (2) the ability to reduce latenay foverse Cogent (AS 174), which in turn prefers AS 2381 to

speci ¢ subsets of clients with direct route control. forward the traf c to the client. Note that the clientis con-
. gured with private AS number, but the TPs rewrite the
4.1 DNS With IP Anycast updates before re-advertising them to the Internet. This

In this section, we show how the TP delivers control andewriting causes the routers on the Internet to observe pre-
performance improvements for applications that can surfSes from as if they were announced by AS 47065.
port IP anycast, such as anycast DNS resolution. The Tailover. Today's Internet applications use DNS name re-
allows an IP anycast service to: 1) react to failures fastéfapping to shift services to active data centers in the case
than using DNS re-mapping mechanisms, 2) load-balan&éa data center or network failure. DNS name re-mapping
inbound traf ¢, and 3) reduce the service response timdS @ relatively slow process because it requires the DNS
We exp|ain the experiment Setup and the measuremem@tries to eXpire in DNS caches across the Internet. Ap-
that show that adding IP anycast to services running ddications that support IP anycast can rely on the routing
Amazon EC2 servers can improve |atency, failover, an'u]lfrastructure to route traf ¢ to active data centers. I ou
load-balance. experiment, we fail the server deployed in the US-West re-

We deploy two DNS servers in Amazon EC2 data cergion and observe how quickly the clients converge to the
ters: one DNS server in the US-East region (Virginia}/S-East region.
and another in the US-West region (Northern California). Figure 10 shows how the load changes as we introduce
The servers are connected to two different TP sites ardilure. At 12 second mark we fail the US-West deploy-
announce the same IP pre x to enable IP anycast roufaentand stop receiving requests at that site. After approx-
ing as shown in Figure 8. The US-East region is conimately 30 seconds, the routing infrastructure reroutes th
nected to AS 2637 as an upstream provider, while th&af ¢ to the US-East site. The reaction to failure was auto-
US-West region is connected to AS 2381 as its upstreafiatic, requiring no monitoring or intervention from either
provider. We measure the reachability and delay to thedBe application or the TP operators.
DNS servers by observing the response time to the IP anitbound traf ¢ control. Assume that the DNS service
cast address from approximately 600 clients on differentould prefer that most of its traf ¢ is served via AS 2637,
PlanetLab [21] nodes. Since our goal is to evaluate thmather than AS 2381. (The client network might prefer an



| Avg. Delay | US-East| US-West

300 T T T
US-East| 102.09ms| 100% 0%

0r == US-Westload US-West| 98.62ms 0% 100%
é 200} .. _US—Wes! failure at 12s mark Anycast 94 68ms 42% 58%
Sg oy E Table 2: DNS anycast deployment. Average round trip time to lhe
2 100 ' service and fraction of the load to each of the sites.
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Figure 12: Outbound TE experiment setup.
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IP anycast routing. We measure the delay the PlanetLab
clients observe to the IP anycast address in each of these
scenarios. Using IP anycast should route each client to the
closest active data center.

o
S50k

g Announcing modified route
13 2009-08-14 7:43:12AM

.........

0 o o o o - - Table 2 shows the results of these experiments. Serv-
P L S ing DNS using IP anycast provides 4-8ms improvement
" ) Time (month-day hourminise) ) compared to serving with any of the sites separately. The

improvement is not signi cant in our setup, since we use
the Midwest and East coast TP deployments are not far
from each other. We expect larger improvements when IP

Figure 11: Load balance: Applying a route map to outbound ader- anycastis used from more diverse locations.
tisements to affect incoming traf c.

(b) Route convergence after applying the route map.

4.2 Outbound traf ¢ control

alternate route as a result of cost, security, reliabitig We now show how two different services in a single
lay, or any other metric.) The Transit Portal clients can apjata center can apply different outbound routing policies
ply BGP communities to affect how upstream ISPs route choose different exit paths from the data center. Fig-
to its customers. On August 14, we changed the clienfre 12 shows the demonstration setup. DNS and FTP
con guration as shown in Figure 11(a) to add BGP comservices run virtual routers con gured as AS 65001 and
munity 174:10 to a route, which indicates to one of the AS 65002 respectively; both services and the Transit Por-
upstream providers, Cogent (AS 174), to prefer this routg| are hosted at the same site as the ISP with an AS 2637.
less than other routes to the client network. The ISP with an AS 2381 is in a different location and, for
To see how fast the Internet converges to new route, Whe sake of this experiment, the TP routes connections to
analyze the route information provided by RouteViewsit via a tunnel.
Figure 11(b) shows the convergence of the Internet routeswjithout a special con guration, the services would

to a new upstream. The dashed line shows the number goose the upstream ISP based on the shortest AS path. In
networks on the Internet that use the AS 2381 Iink, Whll@ur setup, we use th@ute_map command combined

the plain line shows the number of networks that use thﬁith aset |oca|_preference setting to con gure

AS 2637 link to reach the client hosted in the Amazon datAS 65001 (DNS Service) to prefer AS 2637 as an upstream
center. (Note that the number of routes corresponds onjxd AS 65002 (FTP service) to prefer AS 2381 as an up-
to the routes that we collected from RouteViews.) stream. Figure 13 shows how the traceroutes to a remote
IP anycast application performance.We evaluate three host differ because of this con guration. The rst hop
DNS servicing scenarios: 1) US-East only server, 2) USh AS 65001 is a local service provider and is less than
West only server, and 3) both servers using inter-domaih millisecond away. AS 65002 tunnels are transparently



AS Pre xes Updates  Withdrawals
1 | AS65001 node:# traceroute -n -q 1 -A RCCN (1930) 291,996 267,207 15,917
133.69.37.5 Tinet (3257) 289,077 205,541 22,809
2 | traceroute to 133.69.37.5 RIPE NCC (3333) 293,059 16,036,246 7,067
3|1 10.0.0.1 [] O ms Global Crossing (3549) 288,096 883,290 68,185
g [ikipl;e3d]215-254-25 [AS2637] 0 ms APNIC NCC (4608) | 298,508 589,234 9,147
APNIC NCC (4777) 294,387 127,240 12,233
] & Iadenate Tassbeor Soray ot me NIX.CZ (6881) 200480 150,304 11,247
AT&T (7018) 288,640 1,116,576 904,051
(a) Traceroute from AS 65001 client. Hutchison (9304) 296,070 300,606 21,551
IP Group (16186) 288,384 273,410 47,776
1 | AS65002 node:# traceroute -n -q 1 -A
133.69.37.5 a Table 3: RIPE BGP data set for September 1, 2009.
2 | traceroute to 133.69.37.5
3 1 10.1.0.1 [] 23 ms : : H :
2| 2 216.56.60.169 [AS2381] 23 ms Section 4.1 and_4.2t_o reroute_thelrappllcatlonswhen they
5 | [skipped] observe losses in Princeton higher than 1.1%.
6 9 192.203.116.146 [] 200 ms
7 10 133.69.37.5 [AS7660] 205 ms

5. Scalability Evaluation

This section performs micro-benchmarks to evaluate
how the Transit Portal scales with the number of upstream
Figure 13: Traceroute from services co-located with TP Easand  1SPs and client networks. Our goal is to demonstrate the
AS 2637. feasibility of our design by showing thata TP thatis imple-
mented in commodity hardware can support a large num-
‘ ‘ ‘ ‘ ‘ ‘ ‘ ber of upstream ISPs and downstream clients. Our evalua-
2000 ’ tion quanti es the number of upstream and client sessions
1800 | 1 that the TP can support and shows how various design de-
cisions from Section 3 help improve scalability. We rst
describe our evaluation setup; we then explore how the
number of upstream ISPs and downstream client networks
affect the TP's performance for realistic routing workload
Our ndings are unsurprising but comforting: A single TP
80Q e node can support tens of upstream ISPs and hundreds of

Loss at Princeton ste (%) client networks using today's commodity hardware, and

Figure 14: Average access speed from U.S. North East as patkess we do not observe any nonlinear scallng phenomena.
is introduced at Princeton site.

(b) Traceroute from AS 65002 client.
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5.1 Setup
switched through a local TP and terminated at the remofgata. To perform repeatable experiments, we construct a
AS 2381, which introduces additional delay. BGP update dataset, which we will use for all of our sce-
f S narios. We use BGP route information provided by RIPE
4.3 Performance optimization Route Information Service (RIS) [23]. RIPE RIS provides

TP can be used to optimize the Internet service adwo types of BGP update data: 1) BGP table dumps, and
cess performance. We simulate a video content provid@) BGP update traces. Each B&ble dumprepresents a
with video streaming services running in cloud sites at th&ull BGP route table snapshot. A BQpdate tracaep-
Princeton and the Atlanta locations. Bandwidth measureesents a time-stamped arrival of BGP updates from BGP
ments show that the Princeton site offers better speed foeighbors. We combine the dumps with the updates: Each
clients in the U.S. North East region, while the Atlanta siteombined trace starts with the stream of the updates that
is preferred for the U.S. South East region. Il in the BGP routing table to re ect a BGP dump. The

Assume that, due to periodic congestion, Princeton exrace continues with the time-stamped updates as recorded
periences intermittent packet loss every day around noooy the BGP update trace. When we replay this trace, we
Since the packet loss is intermittent, the application ofionor the inter-arrival intervals of the update trace.
erator is reluctant to use DNS to re-map the clients. In- Table 3 shows our dataset, which has BGP updates from
stead of DNS, operator can use TP for service reroutintQ ISPs. The initial BGP table dump is taken on Septem-
when packet loss is detected. Figure 14 shows average seer 1, 2009. The updates are recorded in 24-hour pe-
vice access speed from the clients in the U.S. North Easbd starting on midnight September 2 and ending at mid-
as the loss at the Princeton site is increasing. As Princeight September 3 (UTC). The average BGP table size is
ton reaches a 1.1% packet loss rate, the Atlanta site, wigt91,869.1 pre xes. The average number of updates during
its baseline speed of 1140 Kbps, becomes a better choiee24-hour period is 1,894,474.3, and the average number
Application operators then can use methods described @f withdrawals is 111,998.3. There are more announce-



ments than withdrawals (a withdrawal occurs only if there

is no alternate route to the pre x). 2000 :

The data set contains two upstream ISPs with an ur < *— BGP p.rocesses ;
usually high number of updates: AS 3333 with more thar = % [[4— BGPviews | e
16 million updates, and AS 7018 with more than 900,00 % §
withdrawals. It is likely that AS 3333 or its clients use re- g 1000 [ o7 A
active BGP load-balancing. In AS 7018, the likely expla- & i
nation for a large number of withdrawals is a miscon g- § SO0 e A S
uration, or a apping link. In any case, these outliers cat = : : :
stress the Transit Portal against extreme load conditions 00 !5 fo £5 20
Test environment. We replay the BGP updates using Number of upstream ISPs
the bgp _simple BGP player [11]. Thebgp _simple Figure 15: Control plane memory use.
player is implemented using Peet::BGP libraries.

We modi ed the player to honor the time intervals be- 2000 : ——
tween the updates. 3 *—¢ Fullrouting table ;

Unless otherwise noted, the test setup consists of v & 1500 F| a—a Default route only |-
nodes: Two nodes for emulating clients, two nodes fo 2 : : :
emulating upstream ISPs, and one node under test, r. 2 1000 7 e 1
ning the Transit Portal. The test node has two 1 Gbps Etl  §
ernet interfaces, which are connected to two LANS: on % B00 o g e T
LAN hosts client-emulating nodes, the other LAN host: £ o -
upstream-emulating nodes. EachnoderunsonaDellPo  * % 5 10 15 20
erEdge 2850, with a 3 Ghz dual-core 64-bit Xeon CPU an Number of upstream ISPs
2 GB of RAM. The machines run Fedora 8 Linux. Figure 16: Data plane memory use.

When we measure CPU usage for a speci ¢ process, we

use the statistics provided groc . Each process has The main users of TP CPU are a BGP scan process,

?J'ff'te.sk th counter, wh|cz rec?rdsFthe nurrr]lktJertof SYSwhich scans the routes for the changes in reachability in-
lerrt1 ..:CC N te processdufsi SOI ar. ?{L cac .est, we cq yrmation, and BGP update parsing process, which parses
ectjes at ve-second Intervals over tnree minutes andthe updates which arrive intermittently at a rate of approx-
the compute average CPU usage in percent.vhgtat

. ; imately 2 million updates per day.
utility provides the overall memory and CPU usage. Figure 17 shows the time-series of the CPU usage of two

BGP processes as they perform routine tasks. Routing up-
5.2 Memory Usage dates for both processes arrive from ve different ISPs ac-
cording to their traces. The baseline uses a default Quagga
con guration with one routing table, and one client. The

2GB of memory, TP scales to a few dozen of lJpStrear]ﬂransit Portal con guration terminates each ISP at a dif-

ISPs. Figure 15 shows how the memory increases & . . : .
- erent virtual routing table and connects 12 clients (which

we add more upstream ISPs. When TP utilizes sepa- . :
. amounts to a total of 60 client sessions). The TP con gu-

rate BGP processes, each upstream ISP utilizes approxXs.

. o . ration, on average consumes 20% more CPU than a base-

imately 90MB of memory; using BGP views each up-

stream ISP utilizes approximately 60MB of memory. Data

plane memory usage, as shown in Figure 16, is insigni ~ °* o o0 o

cant when using our forwarding optimization. 040 -~ Baseline: 1 view, 1 session
Downstream sessionsEach session to a downstream ap-  °%f
plication consumes approximately 10MB of memory. Fo o,
example, given 20 upstream ISPs, a client “subscribing goazst
to all of them will consume 200MB. Upgrading the TP 2/
machine to 16GB of memory would easily support20 up .|
stream ISPs with more than a hundred clients subscribir
to an average of 10 ISPs. The clients use only a sme
amount of memory in the data plane. The TP ensures fc
warding only to the pre xes clients own or lease.

Upstream sessions.Using a commodity platform with

0.05 [

0.00
o 2:00 3:00 4:00 5:00 6:00 7:00 8:00 9:00

Time (min:sec)

5.3 CPU Usage and Propagation Time Figure 17: CPU usage over time (average taken every 3 seconds
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18 : : 1 |<rspec type="advertisement” >
16}-| ®—® Default configuration g <node irtualid="tp1">
|| ~—a Using peer groups virtual-ra=
1 4 <node_type type-nameZtp”">
?12’ 5 < field key="encapsulation” value=Zgre” />
%10’ 6 < field key="encapsulation” value=Zegre” />
5 8 7 < field key="upstream_.as” value=1" />
6 8 < field key="upstream_.as” value=2" />
ab 9 < field key="prefix” countZ3" length=24" />
ok 10 < /node_type>
° ; ; ; 11 | </node>
0 100 200 300 400 500

Number of client sessions

Figure 18: CPU usage while adding client sessions.

Figure 20: Resource advertisementn Step 0 of resource allocation
(Figure 21), the TP's component manager advertises availdb re-
sources. This example advertisement says that the TP suppstboth
GRE and EGRE encapsulation, has connections to two upstream
ASes, and has three /24 pre xes available to allocate.

T T

Fraction

o4l — Baseline: 115P. 1 clientsession | mentation of this management plane. We rst discuss the
-~ 5ISPs, 10 sessions available resources and how they are speci ed. Next, we

0.2 -+-  5ISPs, 25 sessions 1 . . .
- B1SPs, 50 sessions describe the process for clients to discover and request
0.0t : 3 5 1 resources. Then, we discuss how we have implemented

Update propagation delay (sec)

Figure 19: Update propagation delay. the management plane in the context of the GENI control

framework [16]. In the future, the management plane will

. . . also control the hosting resources, and provide clients a
line con guration—most of this load overhead comes from

maintaining more client sessions. The spikes in both ploﬁsIngle interface for resource provisioning.
correspond to BGP scan performed every 60 seconds. 6,1 Resources and Their Speci cation
TP can easily support hundreds of client BGP sessions.

. . . The current resource allocation framework tranksn-
Figure 18 shows CPU usage as more client sessions

added. Two plots shows CPU usage using the defaiireredandnetworkresources. The numbered resources in-
: clude the available IP address space, the IP pre xes as-

client con guration and CPU usage using a client con g- ", .
9 g 9 g igned to each client network, the AS number (or num-

uration with a peer-group feature enabled. While conducrg- that h client i ing t t to the TP d
ing this experiment, we add 50 client sessions at atime al r_s) at each chient s using fo connect to he TFs, an
which IP pre x will be advertised from each location.

measure CPU load. We observe uctuations in CPU us_? framework must also keep track of whether a client
since at each measurement the number of updates passnt1 P

the TP is slightly different. Nevertheless the trend is-visi"© ork hgs its own IP pre x or AS ngmber. NeMork
ble and each one hundred of client sessions increase C ources include the underlying physical bandwidth for

utilization by approximately a half of a percent connecting to clients, and bandwidth available to and from

Figure 19 shows the update propagation delays thou@?Ch upstream ISP. Management of hosting resources, at

the TP. The baseline con guration uses minimal con gu- 's stage, is left for the client networks to handle.

ration of Quagga with advertisement interval set to 2 se%- Tthe avat:I.abIe regoglrcefs shotuldobe tspe:n ed ”: ?.COHSIS'
onds. Other con gurations re ect the setup of ve up- ent, machine-readable formal. ur implementation rep-

stream providers with 10, 25, and 50 sessions. Appro{gsents resources using XML. Figure 20 shows an exam-

imately 40% of updates in the setup with 10 sessions aP«%e advertisement, which denotes the resources ava|_lab_le
at one TP that offers two upstream connections, as indi-

delivered within 1.6 seconds, while the baseline con gura- . ) ! )
tion seems to start deliver updates only at around 1.7 segdtedbylines 7-8in the advertisement. The advertisement

ond mark. The reason for this is the grouping of updateclso indicates that this TP has three pre xes available for

at the TP. Single upstream ISP sends updates in batch |$nts (ll_lne 95) a6nd can support both GRE and EGRE tun-
and each batch is subject to con gured 2 second advertisg€'"n9 (lines 5-6).

ment interval. When multiple upstream ISPs are con gg 2 Discovering and Requesting Resources
ured, more updates arrive at the middle of advertisement

interval and can be delivered as soon as it expires. Each Transit Portal runs eomponent managgicM)

that tracks available resources on the node. To track
L available capacity between TPs, or on links between vir-
6. Framework for Provisioning Resources tual hosting facilities, the service usesaggregate man-
The TP service provides an interface to the clients adiger (AM). The aggregate manager maintains inventory
existing hosting facilities to provision wide-area cornnecover global resources by aggregating the available re-
tivity. In this section, we describe the design and implesources reported by the component managers. It also
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1. Discovery 0. Register Emulab (Internet Exchange
2. Advertisement CEEE PC1 node EGRE Tunnel TP1 node
Client 3a Resource [ AQQrEQAIe | 5 pegource Manager bgpd ﬁ:&csesszn ( BGP session J gggg;;mess S
| Request Manager Reguest Matredar t 2 2.2.2.0/30 ] j “ ocal AS 17
4. Manifest 2.2.2.0124" ETHO
J .
Figure 21: Resource allocation process. (a) Topology resulting from the resource request.

1 |<rspec type='request” >

brokers client requests by contacting individual CMs, as2 | <node virtual.id="tp1">
3 <node_type type.name=tp”">

shown in Figure 21. 4 <field key="upstream._as” value=1" />
Clients can discover and request resources using a sug- | _ <''el ‘1”')‘:3’:"9’&“)‘" count=1">
plied command line tooén-client.py . Thetoolcan 7 | </nodes ~

issue resource discovery and resource reservation reques} | <!ink virtual.id="link0">
9 <link_type namezZegre">

to a hard-coded AM address as shown in Section 4.2. 10 <field key="ttl” value=255">
Before clients can request resources, the AM must know </link.type> ) o
. . . 12 <interface_ref virtual_-node.id="tp1” />
about resources in all TP installations. Each componeng <interface_ref virtual_node.id="pcl”
managerregisterswith the AM and provides the list of </”nk;“””e'—e”dpo'“‘f10-0-0-1" >
the available resources, such as the list of upstream ISR§ |</rspec>
and available IP pre xes (Step 0 in Figure 21). To reques(%) " ooci os the dlients tunmel endooint
. . . eresource requesspeci es the clien 's tunnel en point,
resources, a client rSt_ |ssu_escb5C0\_/erycaII to ‘_’m AM 10.0.0.1 , and asks for an EGRE tunnel, as well as an IP pre x
(Step 1). The AM replies witladvertisementwhich de- and upstream connectivity to AS 1.
scribes resources available for reservation (Step 1),&sich _
<rspec type=manifest” >

the example in Figure 20. After receiving the resource ad-; <node virtual_id="tp1">

vertisement, a client can issueesource requegStep 3), 3 <node_type type.name=tp”>

h th le in Fi 22(b). If th 4 < field key="upstream_.as” value=1" />
such as the example in Figure ( ) e resources are <field key="prefix” count=1" value="
available, the AM issues theeservation requesio TP1 2.2.2.0/24" I>

(Step 4) and responds with manifest(Step 5), which 5 | 5 hode-vpe

is annotated version of theequestproviding the miss- 8 <link virtual_id="link0" >

. . K K 9 < link_t El Y
ing information necessary to establish the requestedtopol, <tield keyrttl® value=255" I
ogy, as shown in Figure 22(c). AM also provides samplé.l </link_type> . .

; . . . <interface.ref virtual_-node.id="tpl1" n
client con guration excerpts with the manifest to stream-3 tunnelendpoint210.1.0.17n
line client con guration setup. The client uses the mani-14 ~tunnelip="2.2.2.2/30" />
fest t it d of the link d . h 15 <interface_ref virtual_-node.id="pcl”n
est to con gure its end of the links and sessions, such ag tunnelendpoint=10.0.0.1"n
the con guration of PC1 in Figure 22(a). ig o t;nneLip="2-2-2-1/30” />

< Ink>

19 | </rspec>

6.3 Implementation
. L . .. (c) The manifest assigns an IP prex to the network,
We implement the provisioning framework in the spirit2.2.2.0/24 |, and speci es the parameters for the tunnel be-

of the Slice-based Facility Architecture (SFA) [5]. ThisteenPCland TP1.

manageme”t pIane approac_h_ !S .actlvely developed t?:}{_:]ure 22: Theresource requestStep 3) andmanifest(Step 5) of the
projects in the GENl [16] |n|t|qt|ve, such as Pr.OtO'resource allocation process, for an example topology.

GENI [22]. SFA is a natural choice, because our inter-

mediate goal is to integrate the TP with testbeds like PrQzen; 4 client from instantiating resources. To support more
t0GENI [22] and VINI [25]. We use thdwistedevent-  qynamic access control, we plan to expand the AM and
driven engine libraries written iRythonto implementthe <4 ¢ support security credentials, which will enable us

management plane components. to inter-operate with existing facilitiese(g, PlanetLab,

The primary components of the SFA are the CO"”PO\'ANL GENI) without using static access rules. We also
nent Manager (CM) and Aggregate Manager (AM) as 'nblan to extend the resource management to include slice-

troduced before. The interface between the AM and CM i§55ed resource allocation and accounting.

implemented using XML-RPC calls. The client interacts

with the AM though a front-end, such as the Emulab o . .

PlanetLab Web site, which in turn contacts the AM usind - Extensions to the Transit Portal

XML-RPC, or through the supplied client script. TP is a highly extensible platform. In the future we plan
Currently, access control to AM is controlled with staticto add support for lightweight clients who don't want to

access rules that authenticate clients and authorize or pran BGP, support for smaller IP pre xes, support for back-
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haul between different TP sites, extensions for betterscal  TrafficT ,-------—— - CTranst
ability using hardware platforms for the data plane, and  control| I E‘g;‘&';g"e“; I Portal !
extensions for better routing stability in the face of tran- e ‘ T

|
77777777777777777

sient client networks. - Limelight !

Support for lightweight clients. Some client networks | 7~ TTTTITTT
primarily need to control traf ¢, but do not necessarily

>
=~
[}
3
)

need to run BGP between their own networks and the tran- (T Routeservers! saesi .

. . . i | (- Amazon EC2}
sit portal. In these cases, a client could use the existence o | - Multihoming | '_ Hosting |
absence of a tunnel to the TP to signal to the TP whether |~ ‘o=====m-- «
it wanted traf c to enter over a particular ingress point. Service Hosting Flexibility'

When the client network brings up a tunnel, the TP could
announce the pre x over the appropriate ISP. When thEigure 23: Transit Portals allow cloud providers to offer wide-area
client brings the tunnel down, the TP withdraws the prel°ute control to hosted services

X. As long as the tunnels are up, the client is free to ) o o
choose an outgoing tunnel to route its traf c. cation operators seeking to connect the applications n dif

ferent sites into a common network. TP platform, on the

Support for small IP pre xes. Many client networks X . -
may not need IP addresses for more than a few hosts; %(jg]t_her hand, is well suited to support sophisticated back-

fortunately, such client networks would not be able to ad_aul between applications in different sites. Each TP site

vertise their own IP pre x on the network, as ISPs typi-;anl.ig(t).gieoag(;?gr ?:Iﬁlg)lg E?Cthsse tgoﬁg':lrozp i':is Zt';‘d
cally lter IP pre xes that are longer than a /24.¢., sub- pplcatl P uid exerci . what p
plications are routed to reach other sites. In addition,

networks with less than 256 addresses). The TP cou . ) . .
allow client networks with fewer hosts to have BGP-Iikeiﬁ:)) could facilitate private networking between the appli-

route control without having to advertise a complete /ZEatlons in different sites by using TP to TP tunnels. TP

network. Clients for such networks would have full con-COUId also improve connectivity between the sites through

trol of outgoing route selection and limited control for in-deI ectlr?ntrortlrtlg,_rvl\:/)hgie CT:P site A relies on TP site B to
uencing incoming routes. relay the trafc to 11 site &

Better scalability. The scalability of the TP data plane can
be further improved in two ways: (1) by running multiple8. Related Work

TPs in an Internet exchange, each serving subset of up-On the surface, the Transit Portal is similar to several
stream ISPs, and (2) running the data and control plane gfisting technologies, including content distributiort-ne

a TP on separate platforms. The rst approach is easier {gorks, route servers, cloud hosting providers, and even
implement. The second approach offers the convenienggchange point operators. Below, we describe how these
of a single IP address for BGP sessions from ISPs angisting technologies differ from TP, with respect to their
follows the best practices of data plane and control plangpport for the applications from Section 2.

separation in modern routers. A data plane running on @ontent distribution networks and cloud hosting
separate platform could be implemented using OpenFloyigers do not provide control over inbound and out-

or NetFPGA technologies. bound traf c. Content distribution networks like Aka-
Better rOUting Stablllty in the face of transient client mai [6] and Amazon Cloud Front host content across a
networks. The Transit Portal can support transient C”enhetwork of Caching proxies' in an attempt to p|ace con-
networks that need BGP-based route control but do n@ént close to users to improve performance and save band-
need to use network resources all of the time. For exanyidth. Each of these caching proxies may be located in
ple, suppose that a client network is instantiated every dayyme colocation facility with its own upstream connectiv-
for three hours to facilitate a video Conference, or bU”fty Some content providers may care more about through-
transfer for baCkupS. In these cases, the TP can Simqb‘ﬂt, others may care about low de|ay, others may care
leave the BGP pre x advertised to the global networkahout reliability, and still others might care about mirdmi
even when the client network is “swapped out”. In thisng costs. In a CDN, however, the content provider has no
way, TPs could support transient client networks withougontrol over how traf ¢ enters or leaves these colocation
introducing global routing instability. facilities—it is essentially at the mercy of the decisions
Back-haul between sites.Today's cloud applications in that the CDN provider makes about upstream connectiv-
different data centers, performing tasks such as backity. The Transit Portal, on the other hand, allows each
or synchronization, must traverse the public Internet. Fazontent provider to control traf ¢ independently.

instance, Amazon EC2 platform offers sites in U.S. Eastxchange points do not provide exible hosting.

coast, U.S. West coast and in Ireland. Unfortunately, theroviders like Equinix Direct [15] allow services to
platform offers little transparency or exibility for appl  change their upstream connectivity on short timescales
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